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1  CEOS Overview 
CEOS is a CDPHE Portal to provide the one-stop interface to allow the regulated community to submit information 
to CDPHE, and also to support the general public to query environmental data of their interests.   

 

(A)  For CDPHE: 

CEOS will serve as a central platform for the CDPHE to review submission, permit management, compliance 
monitoring, and agency performance monitoring.  Currently CEOS supports these functions for the CDPHE Air 
Branch and Water Branch with the ability to add additional branches as needed.  CEOS offers the agency users the 
following functionality: 

¶ Review submissions and track status at every step of the work flow 

¶ Approve or deny submissions 

¶ Manage permit status and issue permits 

¶ Create and accept paper submissions 

¶ Manage inspections and results 

¶ Provide performance metrics reporting tools 

¶ Manage public and agency users 

 

(B) For the Regulated Community: 

CEOS will serve as a central platform for the facility to manage permit submittals, permits, reporting requirements, 
and compliance reports.  CEOS offers online options for a wide spectrum of submittals, including:  

¶ Environmental Permitting 
o Apply new permits 
o Amend/Modify permits 
o Renew permits 
o Terminate permits 

¶ Project  
o Submit project submittals 
o Complete submittal obligations through dashboard 

 

1.1 Definitions, Acronyms, and Abbreviations 

This subsection provides the definitions of all terms, acronyms, and abbreviations required to properly interpret 
the System Configuration Document. 

Term Definition  

CEOS Colorado Environmental Online Services 

WQCD Water Quality Control Division 

APCD Air Pollution Control Division 

FIS Facility Identification System 

CBR Clean Water Benefits Reporting System 

RO Responsible Official 

ESA Electronic Signature Agreement 

HAP Hazardous Air Pollutants 
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1.2 Prerequisites 

In order to use the CEOS system, the user will need the following: 

¶ Internet connection 

¶ IE 7.0 or higher 

¶ PDF file Viewer (for viewing PDF files only) 

 

2 Business Processes Overview 
Having a clear understanding of the business process is necessary in order to utilize the administration controls 
properly.  The administrator has the ability to customize several different processes that are used by the users.  
This section provides a high level system overview of entire submittal submission and management process which 
include: 

¶ Account creation 

¶ Submission and permit management 

¶ Inspection management 

2.1 Accounts and Security Management 

CEOS manages two types of users ς agency users and public users.  CEOS provides separate portals for each user to 
ƭƻƎƛƴ ǘƻ ƘŀƴŘƭŜ ŜŀŎƘ ǳǎŜǊΩǎ ǊŜǎǇƻƴǎƛōƛƭƛǘȅΦ  ¢ƘŜ ǇǳōƭƛŎ ǳǎŜǊ ŀǊŜ ƎƛǾŜƴ ǘƘŜ ǊŜǎǇƻƴǎƛōƛƭƛǘȅ ǘƻ ǎǳōƳƛǘ ǇŜǊƳƛǘ submittals 
while the agency users are responsible of reviewing the submissions in a timely fashion.  This section details the 
various processes in creating and managing accounts in CEOS. 

2.1.1 Public Account Creation 

The diagram below outlines the steps necessary to create and activate a public account. 

 

 



                                                                                                              CEOS Agency Portal-Admin Guide                                                                                                                                                                                                             

 Page 5 of 71 

 

2.1.2 CDPHE to Create New User Accounts to CDPHE Staff 

In order to access CEOS-Agency site, the CEOS-Admin must establish an account for the person.  CEOS adopts the 
Role-based security model to manage data access for each CDPHE user. 

 

The άǊƻƭŜ ōŀǎŜŘέ ǎŜŎǳǊƛǘȅ ƳƻŘǳƭŜ is similar to the Windows operating system.  The system security is enforced 
through the use of Roles and Business Units.  User roles are used to define data access privileges, for all users 
within a business unit, to modules, functionalities, and controls.   A business unit is a functional group that defines 
the types of data and system functions the group should be interfacing with.   

 

Security Model: 

Á Role-based security  
Á Permission set for each role is defined by the Administrator 
Á A User can have many roles and belong to multiple business 

units 

User Security Management: 

In CEOSΣ ǳǎŜǊΩǎ ŀōƛƭƛǘȅ ǘƻ ŀŎŎŜǎǎ ŀƴŘ ǳǎŜ ǎǇŜŎƛŦƛŎ ƳƻŘǳƭŜǎΣ ǇŀƎŜǎΣ 
ŀƴŘ ōǳǘǘƻƴǎ κ Řŀǘŀ ŜƴǘǊȅ ŎƻƴǘǊƻƭǎ ƛǎ ŘŜŦƛƴŜŘ ōȅ ǘƘŜ ǎȅǎǘŜƳΩǎ 
άSubmittal wƻƭŜέΦ  Lƴ ά{ȅǎǘŜƳ /ƻƴŦƛƎǳǊŀǘƛƻƴέ ƳƻŘǳƭŜΣ ǎȅǎǘŜƳ 
administrator has the ability to define  

Á Desired submittal role 
Á CƻǊ ŀ ǎŜƭŜŎǘŜŘ άSubmittal wƻƭŜέΣ ŘŜŦƛƴŜ ǿƘŀǘ ǎǇŜŎƛŦƛŎ 

modules, pages, and buttons / data entry controls are set to 
disabled 

Á CƻǊ ŀ ǎŜƭŜŎǘŜŘ ǳǎŜǊΣ ƭƛƴƪ ŀǇǇƭƛŎŀōƭŜ άSubmittal wƻƭŜέ ǘƻ ǘƘŜ 
user  

 

Three (3) Easy Steps to Manage User Account and Security: 

{ǘŜǇ мΥ /ǊŜŀǘŜ άwƻƭŜǎέ ƻǊ ά¦ǎŜǊ DǊƻǳǇέ όŦƻǊ ŜȄŀƳǇƭŜΣ ǇŜǊƳƛǘ 
writer, permit supervisor, inspector, data entry clerk, 
etc.) 

Step 2: Grant permissions for each Role or User Group 

{ǘŜǇ оΥ /ǊŜŀǘŜ ŀ ¦ǎŜǊ !ŎŎƻǳƴǘΦ  !ǎǎƛƎƴ άwƻƭŜόǎύέ ǘƻ ǘhe user.  The 
ǳǎŜǊ ǿƛƭƭ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ƘŀǾŜ άǇŜǊƳƛǎǎƛƻƴǎέ ƎǊŀƴǘŜŘ ǘƻ 
ǘƘŜ άǊƻƭŜǎέ  

Process Diagram for a CEOS Admin to Establish an Account for a CDPHE Staff:  
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2.2 Submittal Management 

2.2.1 Review Submittals 

Currently CEOS handles Water Quality Control Division, Air Pollution Control Division, and Grant and Loan Unit 
submissions. Since these submissions can each have a different process, it is important to note how their 
workflows differ.  The below chart and diagram displays a high level description of how submittals are processed 
utilizing the CEOS system for these branches. The steps below can be used as a walk through for CDPHE Staff: 

 

Step 1: When a new application is submitted, CEOS will first assign the submittal to authority users based on their 
associated groups.  

 

Step 2: The assigned user will determine a submittal type of the application.  

 

Step 3: One application can belong to only one submittal type. The resulting work flow for that application will be 
the work flow of the selected submittal type.  

 

Step 5: At each step, the following minimum data elements will be tracked:  

a. Due date 

b. Staff Assignment 

c. CEOS Application Status 

d. Task Status (scheduled, completed, overdue, cancelled) 

e. Approval / Denial decision 

f. Date of completion (default to current date by system) 

g. Comments 

h. Reassignment, if needed 

i. Need to record dates of when requests for additional info are received. 

 

Step 6: For over-due 
task(s), System will send 
email notification to the 
Staff assigned.  

User is able to change 
submittal type during a 
review process. In this case, 
ǿƻǊƪ Ŧƭƻǿ ƻŦ άƻƭŘέ 
submittal type will be 
ŎŀƴŎŜƭƭŜŘΤ άƴŜǿέ ǎǳōƳƛǘǘŀƭ 
type will trigger new work 
flow. 
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High Level Business Process for Submittal and Permit Management 

2.2.2 Review and Track Projects 

After successful submission, Applicant is able to keep track of the submission status of each submittal. The 
submittal can be tracked using the following steps: 

Create a New Project: 

Step 1: User is able to create a new project through Project > Project Search > New Project 

 

Step 2: Enter Project Basic Information. Based on the Project Type selected, project phases will be auto-generated 
based on the pre-defined template. 

 

Step 3: Go to Phase tab to edit project phase general information, and change phase sequence if necessary 

 

Step 4: Click Edit button to edit project phase detailed information 

 

Step 5: /ƭƛŎƪ ƻƴ ά!ǎǎƻŎƛŀǘŜ {ǳōƳƛǘǘŀƭέ ǘƻ ŀǎǎƻŎƛŀǘŜ ŜȄƛǎǘƛƴƎ ǎǳōƳƛǘǘŀƭ ǿƛǘƘ ǘƘŜ ǇǊƻƧŜŎǘ ǇƘŀǎŜΦ 

 

Project Name, Phases, Submittal, Milestone, and Work Tasks is displayed as a tree-view on the left-hand side of 
the page. Click on each level, the corresponding detailed information will be displayed on the right-hand side of 
the page. 
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Manage an Existing Project: 

¶ Go to Project > Project Search to search an existing project by Project Name, Project Type, Project Status, 
Project Manager, Facility ID, Facility Name, Environmental Interest 

¶ Project Name, Phases, Submittal, Milestone, and Work Tasks are displayed as a tree-view on the left-hand 
side of the page. Click on each level, the corresponding detailed information will be displayed on the right-
hand side of the page. 

¶ General Information, Phase, Submittal, Work Activity Info, and Documents tabs are available in Project 
Level. 

¶ Phase, Submittal, Work Activity Info, Documents tabs are available in Phase Level. 

¶ Submittal ID, submittal name, processing start date and due date are displayed in the tree-view for each 
submittal. User can manager all submittal detailed information in submittal level.  

¶ Milestone name and processing start date and due date are displayed in the tree-view for each milestone. 
¦ǎŜǊ ƛǎ ŀōƭŜ ǘƻ ŎǊŜŀǘŜ ŀŘ ƘƻŎ ǿƻǊƪ ǘŀǎƪ ƛƴ aƛƭŜǎǘƻƴŜ ƭŜǾŜƭ ōȅ ŎƭƛŎƪ ƻƴ άbŜǿ ²ƻǊƪ ¢ŀǎƪέΦ  

¶ Complete Date, Status, Task name, and Due date are displayed in the tree-view for each work task. Work 
tasks are color-coded based on task status. User is able to manage task detailed information in Work Task 
level 

¶ Project Gantt Chart is available for CDPHE users 

 

2.2.3 Entity Search 

Originally, Agency User can only access submittal/issuance, inspection, and violation data through Submittal, 
Inspection, and Violation modules, respectively. Entity Search Module allows Agency User to access such data 
entries in the manor of (regulated) entities.  

 

Step 1: On the first page of Entity Search module, multiple search criteria will be provided, including: 

¶ For Facility/Property: Entity/Property ID, Entity/Property Name, Environmental Interest, Street Number, 
Street Name, Street Type, City, County, State, Zip Code 

¶ For Individual: License/Permit No., First Name, Last Name, Federal Employee No., License Type, License 
Status, Street Name, City, State, Zip Code  

 

Step 2: Click on Search button, then a list of entity search results will show in a grid.  
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Step 3: Select a desired entity record, then a tree-view will show on the left hand side of the page and three tabs, 
Submittal, Issuance, and Inspection will show on the right hand side of the page 

 

 

Step 4: The tree-view is presented as a five-level Hierarchy: Entity Name, Submittal/Issuance/Inspection, 
Environmental Interest, Submittal Type, Submittal/Issuance/Inspection ID. For a renewal or revision submittal, it 
will be listed under the original submittal.  

 

Step 5: Click on the highest four levels in the tree-view,  the corresponding search results will show in a grid on the 
right hand side of the page. Click on the fifth level in the tree-view, the detailed page of the selected record will be 
displayed, and Agency User is able to edit the information from this page without redirecting to 
Submittal/Inspection/Violation modules. 
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2.3 Summary of System Actors & Business Groups 

In addition to understanding the business process, it is important to understand the system design so that the 
administrator can have a clear understanding of how the system interoperates with CEOS users and other systems.  
This section will outline two specific topics: 

¶ System actors and business groups 

¶ Data flow between CEOS and other systems 

One of the key tasks for an administrator is to understand the role of each type of users. Actors are people who 
interact with the CEOS system.  An actor is not specific to a person, instead is a role with certain work 
responsibilities or privileges to access the CEOS. The table below lists the types of users and their responsibilities 
that will be utilizing the CEOS system. 

 

ID Actor Name Responsibilities 

Public Roles 

1 Responsible Officer (RO) 

-Prepare and submit an application form 
-Apply, amend, renew, or withdraw permits 
-Manage permit/grant applications and permit/grant 
information 
-Manage User account and contact information 
-Use the system on a regular basis for data entry/query, 
correspondence, tracking application review status 

2 Consultant/Preparer (Prepare-only) 
-Prepare an application form 
-Use the system on a regular basis for data entry/query, 
correspondence, tracking application review status  

3 Viewer (View Only) -View a submittal form 

Agency Roles 

1 Work Group Leader 
Provides oversight to a team of agency personnel working on 
a particular project or activity 
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ID Actor Name Responsibilities 

2 Unit Leader (PM1) 

-Manages and supervises a team of three or more agency 
personnel in a division or office that has been established as a 
defined management unit with one or more established 
responsibilities 
-Reviews and signs permits, licenses, or correspondence based 
within assigned level of authority 

3 Section Manager (PM2) 

-Provides oversight to a section in a division or office that 
comprises two or more units 
-Reviews and signs permits, licenses, or correspondence based 
within assigned level of authority 

4 Program Manager (PM3) 

-Provides oversight to a program in a division or office that 
usually comprises two or more sections and/or units 
-Reviews and signs permits, licenses, or correspondence based 
within assigned level of authority 

5 Division Director (PM4) 

-Oversees and is responsible for all activities of an 
environmental division 
-Has the authority to hire personnel and make decisions that 
affect pay, tenure, and status of division employees 

6 Administrative Assistant/Technician 
Recordkeeping and management of incoming and outgoing 
documents and correspondence 

7 Engineer 

-Reviews applications, facility designs, compliance work plans 
and other documents 
-Corresponds with facilities to address submitted document 
deficiencies 

8 Permit Writer - Develops draft permit  

9 Records Manager 
-Person in a division or office who maintains the retention and 
storage of organization's office records 
-Handles open records requests 

10 Inspector 
-Conducts compliance inspections and compliant 
investigations 
-Generates inspection reports 

11 Duty Officer 

-Serves as point of contact for calls into department 
emergency spill line 
-Makes appropriate internal and external emergency 
notifications 

12 Chief Fiscal Officer 
Oversees all fiscal activities in a division or office, including 
developing budgets, preparing fiscal notes relative to possible 
legislation, and developing expense reports 

13 Project Manager 

Responsible for defined aspects of project delivery; leading 
and directing cross-functional teams; plans, coordinates, 
implements and finalizes projects according to specifications, 
rules, and deadlines 
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ID Actor Name Responsibilities 

14 Local governments/jurisdiction 

-Provide comments to Agency; Issues land use permits in 
accordance with local ordinances 
-Seeks funding for water and wastewater projects 
-Public water systems, wastewater systems and/or storm 
water systems may be regulated by department 
-Issue land disturbing permits in accordance with local laws, 
rules, ordinances, codes, etc. 

15 Environmental Protection Specialist 
Staff level technical position that can be responsible for a 
number of duties, including permit writing and compliance 
oversight 

16 
Watershed Planning and Management 
Agencies 

Provides comments to agency 

17 State Contractor 
Conducts work on behalf of the state agency, including the 
collection and assessment of environmental monitoring 
information, modeling, permit writing, and remedial work 

18 Financial analyst 

Provides financial operations support to the Finance 
Department; Reviews and processes project requisitions; 
Prepares and reviews credit analysis of loan applicants; 
analyzes and monitors loan covenant compliance for loan 
portfolios; Assists in negotiations with potential borrowers 

19 Credit Analyst 
Analyzes financial capacity of applicants based on annual 
financial statements, budgets and technical data.  Coordinates 
funding alternatives 

20 Grant Evaluation Committee Member 
Access submitted grant application materials; Evaluate 
applications; Submit scores and comments 

21 State Administrator 
Program person with rights to create and update forms as well 
as make changes on portal pages 

2.4 Overview of Data Flow between CEOS & Other Systems 

CEOS is an extremely flexible system that allows data to be called upon or retrieved by other systems through web 
services.  This lets the administrator decide on who should be able to retrieve data and what type of data needs to 
be retrieved, allowing CEOS to adjust dynamically based on new requirements.  Currently CEOS has data flow 
between five different systems.  The five different flows are found below in chart and diagram: 

ID API Provider API Consumer Process 

1.  FIS CEOS 

CEOS searches existing facility data from FIS Master 
Inventory 

CEOS to push updated Facility information to FIS 

2.  
Records 
Manager (RM) 

CEOS 

CEOS to push submittal document to RM 

CEOS to push final document to RM, get RM record ID 
and document URL link 

3.  Aquifer CEOS 
CEOS call Aquifer to get next Permit # 

CEOS to push submission package to Aquifer 

4.  CACTIS CEOS 
CEOS to call CACTIS to get next Permit # for new 
submittal 
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ID API Provider API Consumer Process 

CEOS to call CACTIS to get permit data for permit to be 
modified (pilot project) 

CEOS pushes final submittal package to CACTIS 

5.  CBR Plus CEOS 
CEOS to push final loan/grant submission package to 
CBR Plus database 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

3 System Security Management 
Configuring the security settings for users correctly will prevent unauthorized access and provide the correct 
visibility for the system users. The system administrator has several features to help them manage the security of 
their system.  The system security management includes: 

¶ Managing users 

¶ Managing role and permissions 

¶ Managing business group 
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3.1 Managing Agency Users 

Often times ŀ ǳǎŜǊΩǎ ŀŎŎƻǳƴǘ 
will need to be accessed to 
change certain information.  
The user account may need to 
be set to inactive to prevent 
the user from logging in to 
even resetting a password for 
a user.  Users are managed in 
two separate groups ς system 
users and public users.  The 
agency user interface 
manages the user on the 
agency side.  CǊƻƳ ǘƘŜ Ψ{ȅǎǘŜƳ 
{ŜǘǘƛƴƎΩ ǘŀōΣ ǘƘŜ ǳǎŜǊ Ŏŀƴ 
enter the ΨAgency ¦ǎŜǊǎΩ 
module.  From here, the 
administrator can view all the 
user accounts in the system.  In the grid view, 
the user can delete user accounts by clicking 

the  icon.   

 

The administrator can use the search 
tool bar to filter out users.  The 
administrator can either search by the 
username, status, or filter by the 
security group.  If the administrator 
needs additional parameters to filter 
users, the administrator can use the 
Ψ!ŘǾŀƴŎŜŘ {ŜŀǊŎƘΩ ƻǇǘƛƻƴΦ ¢Ƙƛǎ ƎƛǾŜǎ 
them the ability to search users by first 
name, last name, e-mail, and if the user 

was accepted.  By clicking on the  
icon, the user detail will be displayed.  
From this menu, the user can edit the 
ǳǎŜǊΩǎ ƎŜƴŜǊŀƭ ƛƴŦƻǊƳŀǘƛƻƴ ǘƻ ǘƘŜƛǊ ƎǊƻǳǇ 
and roles.  The administrator can 
remove the user from any group they 
are currently associated with by clicking 

on the icon.  The opposite is true 
when the administrator clicks the 
Ψ!ǎǎƻŎƛŀǘŜ DǊƻǳǇǎΩ ōǳǘǘƻƴΦ  ¢Ƙƛǎ ǿƛƭƭ 
prompt a menu where the administrator 
can associate the user to multiple groups. 

 

The administrator can also add new users by clicking on the Ψ!ŘŘ bŜǿΩ icon.  The administrator will be prompted 
to enter the user information 

 


















































